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AHHOTAUUSA

HacToawmn [OKYMEHT $BASETCS ONUCAaHMEM NPUMEHEHUS NPOrpamMMHO-
annapaTtHoOro Komnjaekca 3awnuTbl MHPOpMaUMUM OT HECAHKLMOHMPOBAHHOIO AOCTYyNa
— annapaTHOro MoAyns AOBEPEHHOM 3arpy3ku — «Akkopa-AM3», nanee no TeKCTy
«Akkopa-AMA3» mnnn «KoMmnnekc», U npegHasHadeH Ans8 vy, NAaHUPYHOWKUX U
OpPraHM3yLWnX 3aWwmTy MHHOpMaLnmM C X NCNOIb30BAHMEM B CUCTEMAX N CpeacTBax
nHdopmaTnulaumnm Ha 6ase MNMNIBM.

B aookyMeHTe npuBeAeHbl 06LMe MPUHUUMNBLI U NpaBuna opraHusauum paboTsl
no obecneyeHnto KOHPUAEHUNANBHOCTU WHMOPMaALUMKN, OCHOBHbIE 3alUTHbIE
(pyHKUMM KOMNEKCa, er0 BO3MOXHOCTU, 0COBEHHOCTN YCTAaHOBKM U MPUMEHEHUS.

Mepea yCTAaHOBKOM W  3KCNAyaTauuenm  KomnnekcoB  «Akkopa-AM3»
Heo6Xx0AMMO BHMMATENbHO O3HAKOMUTBCA C KOMMJEKTOM 3KChnayaTauMOHHOW
AOKYMEHTAUMM Ha KOMMJNEKC, a TaKXe TnpuHATb HeobxoauMbie 3allUTHbIE
OpraHM3auUMoOHHbIE Mepbl, pEKOMEHAYEMbIE B AOKYMEHTALMMN.

MpMMeHeHne 3alWMnTHbIX CPeAcTB KOMMNEKCOB AO/HKHO AOMOAHATbCA 06WMMum
MepamMm TeXHUYECKon 6e30nacHOCTM!.
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NMPUHATbBIE TEPMUHbI U OBO3HAYEHUA

AgamuHncrparop bUNU (mam ABHW) - agmunHuctpatop 6e3onacHocTu
MHopMaumMm, NpUBUIErMPOBAHHbIM NMOAb30BaTENb - AO/HKHOCTHOE NMLO, MMellee
ocobbii cTaTyc M abcontoTHble nonHomouus (cynepsusopa). AammHuctpatop BU
OpraHm3yeT YyCTaHOBKY KkoMnsiekca B CBT, HaCTpOWKy 3alUUTHbIX MEXaHM3MOB
KOMMAEeKca B COOTBETCTBMM C MNpaBaMu AOCTyna nMoJib30BaTeNen, OCyLecTBAsSeT
KOHTPONb MNpPaBWUIbHOCTU MCNOSb30BaHMA CBT C yCTaHOB/IEHHbIM KOMMJIEKCOM W
nepruoanyecKkoe TeCTMpoBaHmMe CpeacTB 3alnTbl KOMIMJIEKCA.

HdoBepeHHass 3arpy3ka - 3arpy3ka OC Tonbko nocse npoBeaeHus
KOHTPOJIbHbIX npoueayp naeHTudukaummn/ayTeHTndmnKaumm nosb3oBaTenen,
NMPOBEPKN  LENOCTHOCTU TEXHUYECKMX WU  nporpamMMHbix cpeacte CBT ¢
MCNONIb30BAaHMEM anropMTMa NOLAroBOro KOHTPOS LENOCTHOCTH.

NgeHTnpnkarop - cneuymanbHOEe YCTPOWCTBO, coAepXawee YHUKaNbHbIN
NnpuM3HaK MNoab30BaTeNisl, C KOTOPbIM 3aperncTtpmpoBaHHbIN MNOb30BaTENlb BXOAUT B
CUCTEMY M KOTOPbIAN UCMONb3YETCA CUCTEMOM AN OnpeneneHus ero npae, a Takxe
ANns  perncrtpaumm dakta A0oCTyna W XapakTepa BbIMNOAHSEMbIX UMM paboT wunm
npenocTaBNsgEMbIX eMy YCAyr.

MNMonb3oBaresnb — cybbekT Aoctyna K obbektaM (pecypcam) CBT.

Ownbkn - wvHboOpMauns, BbIBOAMMAS Ha AUCMIJen, YyKasblBawwas Ha
HenpaBWIbLHOCTb AENCTBUIN, cbon, aBapum KoOMMeKkca.

lMosicHeHns1 — 3aMe4yaHUss B OMNUCaHMM HEKOTOPbIX KOMaHA, coAepXkaliue
pekoMeHAauMn aamMumHucTpatopy BW no nopsiaky mMcnonb30BaHWS 3TUX KOMaHA,.
MosiCHEHUS BblAeNEHbl MENTIKUM LLIPUGTOM.

CoobwyeHns - nHdopmaums, BbIBOAMMAS Ha AUCMNEN, KOTopas coobuaeTt o

ANeNCTBMAX, TpebyeMbiX OT NOJSIb30BaTeNs, O COCTOSSHUM MNPOrpaMMbl U O HOpMasnbHO
3aBEpPLUEHHbIX AENCTBUSX.
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1. HazHayeHMe KoMnJsiekKkca

Komnnekc C3UN HCA «Akkopa-AM3» npeactasnser cobon annapaTHbIN
MoAaynb AoBepeHHon 3arpy3ku (AMA3) ans IBM-coBmecTtuMbix K — cepsBepoB W
paboumx CTaHUMW nNOKanbHOW ceTn, obecneuymBalLWMA 3aWUTY YCTPOWCTB W
MHdOpMaUMOHHBIX pecypcoB oT HCA, wuvaeHTudukaumio, ayTeHTUdUKauutio
nonb3oBaTenen, perncTpaumto Ux [encTBUW, KOHTPOJIb LEeSIOCTHOCTU danios WU
obnactern HDD (B TOM yucne U CUCTEMHbIX) NMPU MHOrOMOJSIb30BATENIbCKOM pexunme
MX aKcnayaTauumu.

Komnnekc npeactaBnser cobon COBOKYMHOCTb TEXHUYECKUX M MPOrpaMMHbIX
CpeacTB, NpeaHa3HayeHHbIX ans obecneyeHus 3almTbl TeEXHMYECKMX cpeacTts MN2BM
n nHpopmaumn ot HCA.



2. XapaKTepuCTUKMN KOMIJIeKca

Komnnekc  «Akkopa-AM[3»  BbiNyckaeTcs B NpOrpaMMHoO-annapaTHOM
UCMOJIHEHNN.

Bcs nporpaMmMHas 4yacTb KoMmiekca (BkNtOYas cpencrtea
AAMUHUCTPUPOBAHUSA), CIMCOK MNOJSIb30BaTeNlenM U XypHana perucrpaumm pasMelleHbl
B 3HEproHe3aBMCUMMOM MaMATUM KOHTposuiepa. DTUM obecnedmBaeTcsd BO3MOXHOCTb
npoeeneHns naeHTudukaummn/ayteHTndmnkaumm nonb3oBaTenen, KOHTpOSS
LEeNoCTHOCTH TEXHUYECKUX n MPOrpaMMHbIX cpencTts MN2BM (PC),
AaAMUHUCTPUPOBAHUA U ayauTa Ha annapaTtHOM YpOBHe, CpeACTBaMW KOHTposiepa
KoMmnaekca Ao 3arpysku OC.

Komnnekc «Akkopa-AM[3» peannsyeTcsa Ha OCHOBe crneumanm3anpoBaHHbIX
KOHTpO1EPOB «AKKOPA».

Komnnekc «Akkopa-AM[3» MoxeT npuMeHaTbcd Ha [19BM Ttmna IBM PC,
cepBepoB U pabouymx CTaHUMUM, OCHOBAHHbLIX Ha Mpoueccopax C apXUTEKTyYpon X86
(IA-32) nnn x86-64 (AMD64), o6bemMom RAM He MeHee 128 Mb6aunt, npu HanMumm
ceobogHoro cnota PCI, PCI-X, PCI-Express, miniPCI-Express unn M2 (cornacHo
TUNY MCNOAb3YEMOro Cneuuann3npoBaHHOrO KOHTPOJ/Iepa) Ha MaTEpPUHCKOM nnaTte
MN>BM.

OCHOBHbIMM dYHKUMAMKM KoMMnnekca «Akkopa-AMA3» no 3awute ot HCA K
M2BM 1 nHpOpMaUMOHHbBIM pecypcaM ABAAKTCS creaytowme:

— 6n0KMpoOBKa 3arpys3kum co cMeHHbIX Hocutenen (FDD, CD/DVD-ROM, ZIP, USB-
Hakonutenem w Ap.) A4NsS nonb3oBaTenen, He obnagalowmnx npaBaMu
aAMUHNCTPATOPOB;

— 6n0KnpoBKa NpepbiBaHNSA KOHTPObHbIX MpoLeayp C KiaBuaTypbl;

—  naeHTudunkKaumns nonb3oBartenen C NCNOIb30BaHNEM dunsmnyeckoro
3N1eKTPOHHOIro U3aenns — nepcoHanbHOro naeHTndmKaTopa;

— ayTeHTudukaumsa  (NoaTBEPXKAEHUS  AOCTOBEPHOCTM)  NoSb3oBaTenem c
ncnonb3oBaHMeM napons anmHon ot 0 go 12 CMMBOMOB, BBOAMMOIO C
KnaBuaTypbl B BuAe, 3alUMLLEHHOM OT pPaCKpbITUS UHAMBUAYANbHOIMO napons
nonb3osatens (B BMae CMMBOSIOB <*>);

— annapaTHbIM KOHTPOJIb LESIOCTHOCTM cocTaBa o06opyaoBaHMs KOMMblTEpa,
CUCTEMHbIX obnacrten, dannoB n Katanoros B dannosBbiX cucrtemax FAT12,
FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris UFS,
QNX4, MINIX, Ext4, ReiserFS), BbINOAHSEMbIA A0 3arpy3ku onepaumoHHOM
CUCTEMDI;

— annapaTHbIM KOHTpPONb UenocTHocTu peectpa OC cemencrtsa Microsoft
Windows;

— [OBepeHHas 3arpy3ka oOnepauMoHHOM CUCTEeMbl, a TaKXe J[AOoBepeHHas
3arpy3ka CUCTeMHOro u npuknagHoro MO, B TOM 4ucne npu oAHOBpPEMEHHOM
YyCTaHOBKE Ha JAuckax wauM B pasgenax Aaucka [19BM  HecKONbKUX
npon3BosibHbIX OC, QYHKUMOHUPYOWMX C MOAAEPXKKOW MpeacTaBieHHbIX
dannoBbIX CUCTEM;



aBTOMATUYECKOE BeAeHMEe XXypHana perucTtpupyembix cobblTUiM Ha 3Tane
NOBEPEHHOW 3arpy3Kku onepaumoHHON CUCTeMbl (B SHEproHesaBMCcMMom nsL-
namMaTn annapaTtHOM 4YacTu KOMMeKca);

aAMUHUCTpUpoBaHue AMI3 (pernctpaums nosb3oBaTenem n nx rnepcoHanbHbIX
MAEHTNPUKATOPOB, CO3h4aHMe U yaaneHue rpynn nofb3oBaTtesien, reHepauums
napons nosib3oBaTtenss W onpegeneHMe ero napamMeTpoB; Ha3HauvyeHue
06beKTOB A/ KOHTPOSS LENOCTHOCTUM U pexmMoB KOHTpons, pabota ¢
XXYPHanoM permcrpaumm CUCTEMHbIX COBbITUN WU AEUCTBUW MOSib30BaTeNnen) u
pasgeneHne npas aAMMHUCTPATOPOB KOMIMJIEKCA;

3aZlaHNe BPEMEHHbIX OrpaHMUYeHn Ha AOCTYyn nonb3oBaTenen k NM3BM (PC) B
COOTBETCTBUN C YCTAHOBJ/IEHHbIM A1 HUX PEXUMOM paboThbl;

6noknposka Ao Tpex dusmyeckux kaHanos (FDD, HDD, CD/DVD-ROM, USB-
HakonuTenen wn pap.) (TonbkKo ANs chneumannu3mpoBaHHbIX KOHTPONEepoB
cemencTea «Akkopa-5.5»);

WHTerpaumss C ApYyrMMum  nporpaMMHo-anmnapaTHbIMM U NPOrpaMMHbIMU

komnnekcamm C3M HCO cemencrtea <«Akkopa», C3M HCLO apyrux
npousBoanTenen.



3. YcnoBusa npuUMeHeHUnAa KoOMINJieKca

Ona  ycTtaHOBKM KoMnnekca «Akkopa-AMA3» Tpebyetca cnepyrowmn

MMHUMaNbHbIA COCTAaB TEXHUYECKUX U nporpaMMHbIX CpeacTB:

NM>BM Ttuna IBM PC, cepBep win paboyas CTaHUMSA, OCHOBaAHHasa Ha
npoueccope c apxutektypon x86 (IA-32) win x86-64 (AMD64),
dyHKUMOHMpPYIOLWas noa ynpaBneHnem onepaunoHHOM CUCTEMBI,
noaaepxusatowen nobyt n3 danmnosbix cnctem FAT12, FAT16, FAT32, NTFS,
HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris UFS, QNX4, MINIX, Ext4,
ReiserFS;

Hannumne ceBobogHoro cnota PCI/PCI-X/PCI-Express/miniPCI-Express/M2 (B
COOTBETCTBUN C TUMOM CNeumann3mpoBaHHOro KOHTPOJJiepa) Ha MaTEPUHCKOMN
nnate N2BM.

Ons addeKTUBHOro NpUMEHEHNA CPEACTB 3alUMTbl KOMMAEKCa U NoaaepKaHus

Heobxoanmoro ypoBHs 3awmuieHHocTn M3BM (AC) U MHGMOPMaALMOHHBLIX pecypcoB
TpebyeTca:

dunsnyeckasn oxpaHa N3BM (AC) n ee obopyaoBaHus C MOMOLLbI TEXHUYECKUX
CpeacTB, CcneuymasbHOro nepcoHana, WM  APYrUxX  OpraHM3aumMoHHO-
TEXHUYECKNX Mep, B TOM 4uCne npoBeAeHNE MepPOnpuUAaTUM No HeaonyLWEeHUo
N3BbATUS KOHTPOINIepa KOMMEKCa;

Hanuune aAMUHUCTpaATopa 6e3onacHoCTu nHdopmaumm -
NnpUBUNErMpoBaHHOro  Nofb3oBaTensd, wuMewwero ocobbin  cTatyc U
abcontoTHblie nonHoMouuns. O6a3aHHOCTU agMUHUCTpaTopa B no npuMeHeHuto
KOMMaiekca W3/0XeHbl B AokyMeHTe 11443195.4012.038 90 «PykoBoACTBO
aAMUHUCTpATOpa»;

yyeT HocuTenem nHpopmaunmm n naeHTUudUKaTopoB NOMb30BaATENEN;
rnepuoanyeckoe TecTupoBaHue CpeacTB 3alnTbl KoMniekca «Akkopa-AM/A3».
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4. CocTaB KOMIJieKca

Komnnekc C3N HC «Akkopa-AM/[]3» BbiNyCKaeTcs B NporpaMMHoO-annapaTHOM
MCnosiHeHNMM Ha 6ase cneumannusnMpoBaHHbIX KOHTPOJIJIEPOB M UX MoaMdUKaUMN
(Aanee No TeKCTY — KOHTPOJISIEPOB) A/ Pa3/INYHbIX WMHHbLIX NHTEP(dENCOoB.

MporpammHoe obecneyeHue KOMMAeKca pa3MellaeTcs B dHeproHe3aBMCUMMOWM
hN3Ww-namMaTy cneymanmanpoBaHHOIrO KOHTPOIJIEpa N BK/IOYAET B cebs:
1)cmncteMHoe nporpaMMHoe obecneydeHune (CI10O), sBkaovarwuwee B cebs:
— pe3npeHTHas onepauuoHHas cpeaa;
— pe3uaeHTHble apariBepbl CNeuManmM3mpoBaHHbIX KOHTPOJIIEPOB;
—  pe3unaeHTHble apariBepbl NepCoHaNbHbIX MAEHTUHNKATOPOB;

2)dyHKUMOHaNbHOE nporpaMMHoe obecneveHne (®MO), peanusyrowee
KOMMNeKc Mmep no 3awmrte nHdopmaunm ot HCA.

CMNnO n OO koMnnekca Ha 3Tane W3rotoBneHusa msaennsa obbeaunHSATCa B
eanHoe pe3ngeHTtHoe [0 (firmware), KOTOpoe XpPaHUTCA B 3SHEProHe3aBUCUMOWM
d3Ww-naMaTn cneunann3mpoBaHHOro KOHTposiepa.

CocTtaB pe3naeHTHOro nporpaMMHOro obecneyeHums KOMMAEKca NpuBedeH B
Tabnuue 1.

Ta6nunua 1 - CocrtaB pe3unaeHTHoro NO

KoMnNoHeHTbI CocraB HasHauyeHue NMpuMmeyaHue

crno PesnpeHTHasa onepaunoHHasa | Cpena N3MeHeHne He BNUdAeT Ha
cpeda W pe3naeHTHble (dYHKUMOHMPOBAHUS | DYHKUMOHAN s4pa 3alnTbl
ApaliBepsbl ono nHdopmauum ot HCA

crneumanmsanpoBaHHbIX
KOHTpONNEpPOB U
nepcoHanbHbIX
naeHTUdnKaTopoB

ono AMDZ-NG-GUI A4po 3aWwuThl Mpn nameHeHnn HeobxoanMMo
nHdopmauunm ot HCl | npoBeaeHne MHCNEKLMOHHOMO
KOHTPO/SA n3genus
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5. 0c06eHHOCTM 3alWMNTHbIX PYHKLMN KOMIMJIEKCa

«Akkopa-AM13» - 3TO NpPOCTOMN WU 4pe3Bbl4alHO 3(PEdEKTUBHLIN KOMMIEKC
annapaTHO-NpPOrpaMMHbIX CcpeacTs, NO3BONSIOLLNN OpraHm3oBaTb 6es3
aononHutenbHoro MO B coctaBe OC, «3N1E€KTPOHHbIN 3aMOK» C QYHKLUMAMN KOHTPONS
LLeNIOCTHOCTU CUCTEMHbIX obnacTen XeCcTKoro AuCKa U MpUKAAAHbIX MNporpamm
(dbannos) ansg nobbiX pacnpoCTpaHEHHbIX TUMNOB (hanioBbiX CUCTEM.

3almnTHbIE CbYHKLLVIVI KOMMJ/IEKCa pean3yrTcd NCNoJsib30BaHNEM!

1) AncumnnnHel 3awmntel oT HCA k M2BM (PC), Bknwo4das uaeHTUdmKaumio
nonb3oBaTenem Mo YHWUKAAbHOMY wnaeHTUdUKATOpPYy M UX ayTeHTuduKauuto
(noaTBepxaeHne MNoAMHHOCTM) C Yy4eTOM HeobXoAMMOM ANNHbI Naponsi, BPEMEHWU
€ro XXW3Hu, orpaHUYeHnem BpeMeHun aoctyna cybvekrta Kk NM3BM (PC).

2)KOHTpONs UEeNoCTHOCTU KPUTUYHBIX C TOYKM 3peHns UHEOOpMaLMOHHOMN
6e3onacHOCTM cucTteMHbix obnacten n dannios, NporpaMMm U AaHHbIX A0 3arpysku
OC- AucumMnamnHbl 3aWmTbl OT HECAHKUMOHMPOBAHHbLIX MOAMMUKALMA N LOBEPEHHOM
3arpy3kun OC.

3)ApyrMx MexaHuM3MOB 3alluMTbl B COOTBETCTBMM C  HOPMATMBHbIMU
AOKYMeHTaMM No 3alnTte n TpeboBaHMsAMM 3aKasumka.

HapexHoCcTb YHKUMOHMPOBAHUA cucTeMbl 3awutel M3BM (PC) ot HCA
obecneumBaeTcsa BbiNnonHeHnem cpeacrteamm C3U HCO «Akkopa-AMA3» cneaytowmx
yCNOBWUM:

4)Ha TMNM2BM (PC) c¢ npoBepeHHbIM BIOS vycraHoBneHa npoBepeHHas
(cepTudunumpoBaHHaga) onepaumoHHas cucrtema.

5)[oCcToBEpPHO YCTaHOB/NIEHA HEU3MEHHOCTb annapaTtHon 4actm [129BM,
cuctemHoro BIOS, kputuuHbix dannos OC M NpuknagHbiX nNporpamMm Ans AaHHOro
ceaHca paboThl.

6)KpoMe npoBepeHHbIX NporpamMM B AaHHOM MporpaMMHo-annapaTHOW cpeae
M2BM (PC) He 3anycKanocCb U He 3anyCcKaeTCs HUKAKUX UHbIX MPOrpaMm.

7)cknto4yeH 3anyck MpOBEPEHHbIX MPOrpamMM B KakKom-nnbo MHOM cuTyauuu,
T.€. BHE NPOBEPEHHON Cpeabl — NpU YCTaHOBNEHHOM cneuymansHoMm MO C31 HCA.

8)Ycnosua 1-4 BbINONHAKTCA B Nt060OM MOMEHT BpeEMeHUM ANna Bcex
nosb3oBaTenem, ayTeHTUPUUNPOBAHHbLIX 3aLMTHbIM MEXaHWU3MOM KOMMJEKCa.

OcobeHHocTbio C3N HCAO «Akkopa-AM[3» saBnsgeTca npoBeaeHue npoueayp
naeHTMdUKaumMn, ayTeHTuduKaumm wn  KOHTPOASA LENOCTHOCTM A0 3arpy3ku
onepauuvoHHOM cucteMbl. ITO0 obecrneumBaeTcs  nepexBaTOM  yrpaB/ieHUs
KOHTPO/I/IEPOM KOMMEKCa BO BpeMs Tak Ha3sbiBaeMon npouenypbl ROM Scan, cyTb
KOTOPOMN 3aK/0YaEeTCHa B CNeAYIOLWEM:

B npouecce HayanbHOro Craprta nocse NpoBEepKU OCHOBHOro obopynoBaHus
BIOS MNaBM (PC) Ha4YMHAeT  MOucCK BHELIHNX M3y B  AnmanasoHe
800:0000+E000:0000 c warom B 8 K. lNpu3HakoM Hanunuunsa MN3Y asngetca Hanmuue
cnosa AA55H B nepBOM CfioBe NpoBepsieMOro WMHTepBasa. Ecnan gaHHbIM nNpu3Hak
obHapyXxeH, TO B cneaywouweMm bante coaepxutca annHa M3Y B cTtpaHuuax no 512
6anT.

3aTeM BblUMCAAETCS KOHTponbHasa cymMMma Bcero 3Y, n ecnm oHa KOppekTHa -
byaeTr npou3BeaeH BbI3OB Mpoueaypbl, pacnosoxeHHon B l3Y co cMmeweHuem 3.
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Takaa npoueaypa o06bIMHO WMcCNoONb3yeTcsa ANa  wuHuuuanusaumm BIOS nnat
pacwmnpeHusl, yCTaHoB/IeHHbIX B [19BM.

B C3N HCAO «Akkopa-AMI3» B 3TOM npoueaype npoBoAMTCS MHULUMANU3aums
BHyTpeHHero BIOS’a koHTponnepa, nepexsBaT TOUYKW 3arpy3km U BO3BpaT B
npoueaypy ROM Scan. Takown anropuTtMm obecneymBaeTr  KOPPEKTHYIO
MHMUManm3auuto Bcex yctpouncte MNMIBM. MNocne 3aBepweHnsa npoueaypbl ROM Scan
ynpaB/ieHue rnepepaeTcs Ha TOUKY 3arpy3kum, W BOT 34eCb YXe HayumHaeT
BbINOJIHATBLCSA NporpaMmMa, 3annucaHHasi B SHeproHe3aBMCMMOM NaMAaTU KOHTposnepa.
CraptyeTr cobctBeHHas OC C3UN «Akkopa-AM3», BbINOAHSAKTCA MAEHTUDUKaUKS,
ayTeHTUdUKaUna nosb3oBaTens, KOHTPOJb annapaTtypbl U (annoB Ha >XXEeCTKOM
ancke. lMNMpun nonbitke HCA, nan HapyweHnn LenoCTHOCTM BO3BpaT U3 nNpouenypbl He
NpoMcxXoauT, T.e. AasibHenwasn 3arpy3ka BbINMONHATbLCSA He 6yaeT. BHyTpeHHee [10
KOHTpO//Iepa TaKXe WCKAKYaeT BO3MOXHOCTb 3arpy3km [19BM co CMeHHbIX
Hocutenen (FDD, CD/DVD-ROM, ZIP, USB-HakonuTenem v ap.) Ans nonb30BaTenewn,
He BXOAALWNMX B rpynny agMUHUCTPATOpPOB.

Mocne npeaobsiBNEHUS MNEepCcoOHaNbHOro MAeHTUdUKaATopa NPOM3BOAUTCS
ayTeHTuduKaumsa nonb3oBaTtens. [lonNydeHHble AaHHble CcayXaT OCHOBOM ANs
BblUMCeHnsa xew-OyHKUMM, N N0 3TOMY 3HAUYEHMUIO OCYLLECTBASeTCS NOUCK B CMUCKE
3aperncTpmpoBaHHbIX MoNb30BaTeNen, KOTOpblIM XpaHuTtca B DHI1 KOHTponnepa.
Ecnn nonb3oBaTenb 3aperncrtpmpoBaH B KOHTposuiepe AM/[3, TO BbINOSHAETCH
KOHTPOJIb LLeNOCTHOCTM YCTaHOBNAEHHbIX B NM2BM (PC) TeXHUYECKMX U NPOrpaMMHbIX
CpeAcTB NO CMNUCKY, CO34aHHOMY agAMUHUCTpaTopoM BU.

Ons npoBeaeHMs npoueaypbl  ayTeHTUdUKaAUMKM  NPeayCMOTPEH  PEXUM
oTobpaxkeHus naposs B CKPbITOM BuAe Npu BBOAE - B BUAE CUMMBOJIOB <*>., DTuM
3aTPyAHSETCS BO3MOXHOCTb pPacKpbITUS JIMYHOIO Napons WM UCNONIb30BaHUSA
yTpayeHHoro (NOXMWeHHOro) naeHTndmkaTopa.

OcHoBOW ANs AOCTMXEHUS HAAEXHOro (MYHKUMOHMPOBAHUSA CUCTEMbI 3aLlUTbl
ABNSIETCS KOHTPOJIb LEeOCTHOCTM TeEXHUYECKUX M NporpaMMHbliX cpeacts M3BM (PC)
nepes KaxablM ceaHcoMm paboTbl nmosib3oBaTens. DTuM obecrneuymBaeTcs 3aliuTa OT
HECaHKUMOHMPOBAHHbLIX MOAUMUKALUMA N BHEAPEHWUS paspyllatrolinx fMporpaMMHbIX
BO34eNCTBUN (3aKknagok, BUPYCOB U T.4.).

KoHTponb wuenoctHoctmi B C3UW HCO <«Akkopa-AM[3» BbINOAHAETCA Ha
annapaTtHOM ypoBHe (cpeacTBaMW KOHTpPON/epa KOMMNAEKca) C WUCMNOo/Ab30BaHUEM
anroputMa nowarosBoro (CTyneH4YaToro) KOHTPONS UENOCTHOCTU, CYTb KOTOpPOro
CBOAUTCS K CrefyrweMy - Ans KOHTPONs AaHHbIX Ha i-M JIOFTMYECKOM YpOBHE KX
npeacraBneHns Ans  JyteHus  TpebyeTcs  uUCnNonb3oBaHWMe  npeaBapuTeNbHO
NMpoBEepEeHHbIX Ha LEeNOCTHOCTb npoueayp i -1 - ro ypoBHA4.

MporpaMMmbl, peanu3yllme MexaHM3M KOHTPOAS LEeNOCTHOCTU KOMMNekca,
AAMUHNCTPUPOBAHNA M ayauT paboTbl nonb3oBaTenen 3alullieHbl OT NOAAENKN W
HEeCaHKUMOHUPOBAHHON MoauduMKauunm 3a CcYeT WUX XpaHeHus B obnactu
SHEeproHe3aBMCUMOM NaMATU, KOTOpas 3aluuLLEHa OT 3anuncu.
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6. NocTaBka KOMMJiIeKkca

Komnnekc C3M HCO <«Akkopa-AMA3» pana [MM2BM (PC) nocTtaBnsietca B
KOMMNEKTHOCTU, COOTBETCTBYyOWEN TexHudyeckum Ycnosuam  (TY 4012-038-
11443195-2011).

Moandukaums TexXHUYECKUX CpeacTB U CrheunasbHoro nporpamMmMHOro
obecneyeHunst, NOCTAB/ISIEMOIr0 COBMECTHO C KOMIMJIEKCOM, OroBapMBaEeTCs NMpu 3aKase
B COOTBETCTBMM C NOTpebHOCTAMM 3aKa3umka 1 yKasbiBaeTcs B popmynsape.
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7. YCTaHOBKA M HAaCTPOMKa KOMMJieKca

YcTaHOBKA KOMMJEKCa OCYLWeCTBASeTCs, KakK npaBwuio, creunanmcramm
3AKA34YNKA (MOTPEBUTEJIA) B cooTBeTCTBMM C TpeboBaHMAMKU SKCMyaTauMOHHOM
AOOKYMeHTauuu.

YctaHoBKa M HacTpomka komnnekca C3UW HCO <«Akkopa-AM3» Bkato4vaeT
B cebs:

1)YctaHoBKY nniaTbl KOHTponsepa B cBobogHbin cnoTt [2BM -  cMm.
«PykoBoacTBO No ycTtaHoBke» (11443195.4012.006 98/11443195.4012.038 98).

2)Perncrtpauymto agmmHuctpatopa bW (cynepsusopa), B TOM 4yucne, HaCTpPoOMKy
KOMMNjeKkca B COOTBETCTBUM C KOHUrypaumem TexHunyecknx cpeacts [19BM
(nogpobHee cM. «PykoBOACTBO MO yCTaHOBKe» U «PyKoBOACTBO aAMWHUCTpaToOpa»,
BXOAsILLME B KOMMJIEKT NOCTaBKU KOMMeKca).

3)Pernctpaumio nonb3oBaTeniem U HAaCTPONKY 3aLMUTHLIX CpeACcTB KOMMNaeKca —
CM. «PyKoBOACTBO aaAMMHUCTpaTopa» (11443195.4012.038 90).
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8. YnpaBneHue 3awymton nHpopmaummn

Co3pgaBaemMas CTpyKTypa 3awwnTbl nHpopmaumm B NMIBM (AC) npm npuMeHeHunm
komnnekca C3U HCO <«Akkopa-AM[3» po/mkHa noanepXmMBaTbCd MEXaHW3MOM
yCTaHOB/IEHUS nonHoMoumi nonb3osatenam [M2BM (AC) u ynpaBfeHMeM wux
AOCTYNOM K MHdOopMaumu.

Ons 3Toro Ha npeanpuatTum (yuypexaeHun, pupme u T.4.) co3agaeTcs cnyxba
6e3zonacHoct wuHpopmaumnm (CBWN) wnm Ha3HayaeTcs OTBETCTBEHHOE /nuo
(aammnHuctpaTop 6e3onacHoCcTu MHMOPMaLMKM), Ha KOTOPbIX BO3/1araetcsa paspaborka
M BBOA B AENCTBME OpPraHmM3aLMOHHO-NpPaBOBbIX AOKYMEHTOB MO nMpuMeHeHuto N2BM
(PC) c BHegpeHHbIMM cCpeacTBaMM 3aluMTbl Kommsiekca <«Akkopa-AMA3». DTumu
AOKYMEHTaMK npeaycMaTpuBaeTCs BedeHue psiga YYeTHbIX UM 06beKToBbIX
OOKYMeHTOB (HanpuMmep, <«XXypHan ydyeTa BblAaHHbIX WAEHTUDUKATOPOB»,
«UHCTpYKUMM 1o npuMmeHeHuto [19BM ¢ ycTaHOBAEHHbIMM Komnnekcamu C3U
«AKKOpA» AONS pa3NMYHbIX KaTeropui AO/MKHOCTHbIX nuy v ap.). B paspabortke
Heobxoanmon aokymeHTaumm OKB CAIP moxeT oka3aTb Heo6XoaMMYyt0 MOMOLLb.
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9. OrpaHuM4yeHMsa NO NPMMEHEHMNIO KOMIMJIeKca

9.1. TMAK C31N HC[ «Akkopa-AM[3» MOXeT MCnosb30BaTbCs B cocTase N2BM
C UeHTpanbHbIM npoueccopoM apxutekTypbl X86 (IA-32) unm x86-64 (AMD64), c
obbeMOM AMHamuyeckon onepatmBHon namaTm (RAM) He MeHee 128 M6, npwm
Hanndmn csoboaHOro pas3bemMa Ha MaTepuHcKon nnaTte [2BM, cooTBeTCTBYHOWErO
™My KOHTponepa AM/[3. Tunbl KOHTpO/1epOB «Akkopa-AM/3» C
COOTBETCTBYHOLMMMN UM LWUNHHBIMU WHTepdencamm Ha MaTepuHckon nnate [2BM
npeacrtasneHol B Tabnuue 2. PacnonoXeHue 3/eMEHTOB M pa3beMoB Ha njaartax
KOHTpONNepoB <«AKKOpA» pasfmMyHbiX Moaudumkaumm cM. B <«PykoBoacTtee no
ycTaHoBke» (11443195.4012.006 98/11443195.4012.038 98).

Ta6nuua 2 - Tunbl KOHTpPOJIEepoB «Akkopa-AMA3 »

LUnHHbIN nHTEepdeiic cnota CBT

Tun KOHTpOANIEpa

PCI (5B/3.3B), PCI-X (3.3 B) Akkopa-5.5

PCI-express Akkopa-5.5.e
Akkopa-LE
Akkopa-GX

mini PCI-express Akkopa-GXM

Akkopa-GXMH

M.2

Akkopa-GXM2

9.2 T1AK C3N HC[ «Akkopa-AMA3» npeanonaraeTt Hanuuue Ha MN2BM nobon
n3 OC, noaaepxusatwen dannosble cuctembl FAT12, FAT16, FAT32, NTFS, HPFS,
Ext2, Ext3, FreeBSD UFS/UFS2, Solaris UFS, QNX4, MINIX, Ext4, ReiserFS.
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10. NMpaBoBble acneKTbl NPUMEHEHNA KOMIJIeKCca

MporpaMMHo-anmnapaTHbIM  KoMMekCe <«Akkopa-AMA3» ©n  conyTCTBYyHOLLas
AOOKYMeHTauusa 3awumueHbl 3akoHOM Poccmn 06 aBTOpPCKMX MpaBax, a TakKxe
nonoxeHunamm MexagyHapogHoro [lorosopa.

Jlloboe wucnonb3oBaHMe [AaHHOrO KOMMJleKca B HapyweHue 3akoHa o6
aBTOPCKUX NpaBax WAM B HapyleHne nonoxenumn 3 Ha koMmnnekc «Akkopa-AMI3»
byneT npecnenoBaTbCs B YCTAHOBMIEHHOM MNoOpsiaKe.

ABTOpCKkMe npaBa Ha nporpaMMHoO-annapatHbii kommniekc C3U HC/A
«Akkopa-AM/A3>» u nocraBsiseMoe C HUM cneuymasbHoe 10 npuHagnexar
OKb CArIP

Paspewaetca genatb apxmBHble KOMUM  cChneymasbHOro MNporpaMMHOro
obecneveHns komnnekca <«Akkopa-AMA3» ana wucnonb3oBaHusa [loTpebuTtenewm,
KOTOpbIN Npnobpen KoMMNaekc B YCTaHOBNEHHOM nopsiake.

Hn npu kakux obcTtoaTenbCTBax MNOCTaBnsieMoe crneunasbHoOe MnporpaMMHoe
obecrneyeHne He pacnpoCcTpaHsaeTCs Mexay ApyruMu npeanpuatmamm (dbupmamm) u
Anuamu.

Yoanate B npoaykumm OKB CAlP yBeaomneHune 06 aBTOPCKUX MNpaBax He
A0NyCKaeTcs HU Npun Kaknx obcTosaTenbCcTBax.

Mpn HeobxoaAMMOCTUM NPUMEHEHUS CPeAcTB KoMnnekca «Akkopa-AMA3» ans
APYrnx uenem peleHme 3TOro BOMpPOCa BO3MOXHO TONMbKO MNpU  HanMyum
NMMUCbMEHHOr0 cornacmsa paspaboTymkos.

OTMeTMM, 4TO npegblaylwime orpaHuyeHust He 3anpewaroT ferasbHbIM
nonb3oBaTeNnssM pacrnpoCcTpaHAaTb COOCTBEHHblE WCXOAHblIE KOAbI WM MOAYNM,
CBSiI3aHHble C npuMeHeHumeMm cneuuanbHoro MO ana komnnekca <«Akkopa-AMA3».
OgHako, TOT, KTO nMoJy4YaeT TakKue WucxogHble KoAbl WU  MOAYNWN, [AOJIKEH
npmnobpectn cobCTBEHHYIO KOMU Hawero cneuwnanbHoro MO, 4yTobbl HA 3aKOHHOM
OCHOBAHMM UCNONb30BaTb €ro N UMETb CepPTUPUKAT COOTBETCTBUS.

OTHOCMTENbHO (PU3MYECKMX 3SK3EeMMASpoB annapaTtypbl M AOKYMEHTauuu,
rMnocTaB/iIseMbIX B cOocTaBe KoMmnnekca «Akkopa-AMA3», OKBE CAIP rapaHTupyeTt mx
MCNpPaBHOCTb B COOTBETCTBUM C rapaHTUMHbIMKM 0643aTenbCTBaMWU, YKa3aHHbIMW B
dopmynspe.

Mpn o06HapyXxeHun owmnbok unm pedekToB MNoMAb3oOBaTeNb HanpasnsieT
nogpobHyto peknamauuto B OKB CAIP B ycTaHOB/eHHOM nopsake. lMpu 3ToM
obsizaTenbHbIM SABASETCA HanuunMe CEepPUMHOr0 HOMepa Ha nnaTte KOoHTposepa WU
dopMynsdpa Ha KOMMNIEKC.

Komnnekc «Akkopa-AM[3» nocTaBnideTca nno nMpuHUMNY «as is», T.e.
BflagenbLbl aBTOPCKMX MpaB HU MNpU Kakmx o6CTOSATENbCTBaAX He npeaycMatpuBeatoT
HWKaKOW KOMMeHCcaumm 3a AoNoSIHUTEeNbHbIe YObITKM NOSb30BaTesisl, BKato4vas ntobbie
notepu npubblan, NOTEPU COXPAHHOCTM UNM  Apyruve ybbITKW, BCIeacTeBue
aBaApPUMNHbIX CUTYaLUMM MW UX NOCNEeACTBUN, YObITKN, KOTOPblE MOIYT BO3HUKHYTb U3-
3@ UCNO/Ib30BaHMS UM HEBO3MOXXHOCTU MCMNOJSIb30BaHMUS Hallen NpoayKLUUn.

Mpn nokynke n nNpuMeHeHUM Komnnekca <«Akkopa-AMA3» npeanonaraercs,
YTO NOKynaTeslb 3HAaKOM C AaHHbIMKM TpeboBaHUSAMM U CornaceH C MOJSIOXKEHUSAMMU
HacTosdwero pasaena.
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11. TexHn4yeckasa noaaepKkKa

B cnyuyae Heobxoammoctn koHcynbTauum 3A0 «OKB CAIP» npeanaraet 6e3
AOMONTHNTENBbHOM oONnaTbl C NoHeaenbHuMKa no naATHuuy ¢ 10-00 go 18-00 (mo
MOCKOBCKOMY BpeMeHMn) obpalatbCs no TenedoHam:

+7 (495) 994-49-96

+7 (495) 994-49-97

+7 (926) 235-89-17

+7 (926) 762-17-72

WM No agpecy 3/eKTPOHHOM noyTkl help@okbsapr.ru.
Haw aapec B IHTepHeTe http://www.okbsapr.ru/.



